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. BBepeHue _

Henb3st otpuniath Toro ¢gakra, 4o HHGOPMAIIMOHHO-TEICKOMMYHHUKAITMOHHAS CETh
«HTEpHET» BCE TECHEE TPOHUKAET B HAIILY C BAMM KU3Hb. /{7151 OMHUX OH CTAJI HICTOYHUKOM
3HAHUW, OIS JPYTUX HCIOJb3yeTcss B paboTe, KTO-TO Hamien ¢ momoisio MHTepHera
Ipy3€il, a KTO-TO JaK€ CMOI HAJIAIUTh CBOKO JIMYHYIO *U3Hb. BOJIBIIMHCTBY U3 Hac
JOCTATOYHO CJIOKHO TPEACTAaBUTH JIeHb 0€3 OHJIAH-O0IIEHUs C APY3bsIMH, IIPOCMOTpa
CBEKUX HOBOCTEN MJIM HOBBIX POJIMKOB.

PazButue B Poccutickoit @denepannu, Kak 1 BO BCEM MUPE, JICKTPOHHBIX TEXHOJIOTUH
Y TEJIEKOMMYHUKAIIMOHHBIX CETeH, BCeoOast JOCTYIMHOCTh B IT100abHON KOMITBIOTEPHOM
cet VHTEepHET pa3nUyHBIX MHPOPMAIMOHHBIX PECYPCOB CIOCOOCTBOBAJIO MOSIBICHUIO
IPUHILIMIIAAIBLHO HOBOT'O BU/JIAa HAPYIIEHUSI 3aKOHA — KHOEPIIPECTYTHOCTH.

KubepnpecTynHOCTh — HE3aKOHHBIE JEHCTBUS, KOTOPbIE OCYLIECTBIISIOTCS JIFOJIbMU,
MCIOJIb3YIOLIMMHI UH(POPMAIIMOHHBIE TEXHOJIOTHH JUIsI IPECTYITHBIX IIeIEH.

[TpakThka TOCIAEAHUX JIET CBUAETEILCTBYET OO0 YBEJIMYEHMM 4YHCIIA TaKuX
MPECTYILICHUHN.

Haubonee pacnpocTpaHeHHBIMH MPECTYIUICHUSAMU B chepe KOMIbIOTEPHOI
uH(popManuu SBISAIOTCS OJOKUPOBAHHE CAWTOB M JIOKAJIBHBIX KOMIIBIOTEPHBIX CETEM,
HE3aKOHHOE KOMHMPOBaHUE MH(OPMAIUH.

OTBETCTBEHHOCTh 33 COBEPUIEHUE KOMIBIOTEPHBIX MPECTYIUICHUH MPenycMOTpeHa
riaBoit 28 YronoBHoro kojekca P®, umenyemoit «IIpectymnenus B chepe KOMIbIOTEPHOM
uHpopmanuuy. JlaHHas TiaBa COAEPXKHUT TPU COCTaBa MPECTYIUIEHUHd — cT. 272
(HempaBOMEpHBIM JOCTYNl K KOMIIbIOTepHOM uH(popmaruu), cT. 273 (cozmaHue,
HCIOJIb30BaHUE M PacHpOCTPAHEHUE BPEIOHOCHBIX KOMIIBIOTEPHBIX Mporpamm), cT. 274
(HapymieHHMEe TIpaBWI OKCIUTyaTallMd CPEJICTB XpaHEHHs, OOpa0OTKU WU Tepeaayuu
KOMIThIOTEPHOU MH(pOpMaIuu 1 MHGOPMAITMOHHO-TEIEKOMMYHUKAIIUOHHBIX CETEH ).

HenpaBunpHOe 1oBeeHNE B MHTEPHETE MOKET PUHECTH BpEJ HE TOJBbKO Bam, HO
Takke Bammm poHbIM U OJIU3KUM.



. NMEPCOHAJIbHbLIE [1AHHBIE -

Yto Takoe MEPCOHAJIBbHBLIC TAaHHBLIC U MOYEMY OHH TaK BAJKHBI?

Cornacno ®enepanbHoMy 3aKk0HY Ne 152-D3 «O nepcoHanbHbIX JaHHBIX):

Ilepconanvusie dannvie — n06as undopmayus, OMHOCAWAACS K NPAMO UIU KOC-
BEHHO ONPeOeleHHOM) UNU ONpeoelieMOMy Pu3uyeckoMy auyy (CyoveKmy nepcoHalbHbiX
OAHHbIX).

T.e. mepcoHalbHbIE JaHHBIE — 3TO MH(OpPMAIUs O KOHKPETHOM YeJIOBEKE. DTO Te
JaHHBIE, KOTOpBIE MO3BOJSIOT HaM y3HaTh 4YeNOBEKa B TOJIME, WIACHTU(GUIUPOBATH U
ONPENCIIUTh KaK KOHKPETHYIO JTUYHOCTh. TakuxX MACHTUPUIUPYIOMIUX JAaHHBIX OTPOMHOE
MHO>KE€CTBO, K HHUM OTHOCATCS: (aMuius, UMs, OTYECTBO, JaTa POXKICHHS, MECTO
POKJIEHHU S, MECTO )KUTEJIbCTBA, HOMEp Tesie(hoHa, aIpec INEKTPOHHOM MOYTHI, poTorpadus,
BO3pAcT U Tp.

[lepcoHanbHbIE TaHHBIC HE CTOUT MyTaTh C JIMYHBIMU JAHHBIMU. JINUHBIC JaHHBIE —
3TO BOOOIIE COBOKYITHOCTh BCEX JAaHHBIX O TMoJib3oBarene B Cetu. Hampumep, naHHbIE O
reoJIOKaIlu1, CTATUCTUKA 110 HanboJiee MocenaeMbIM HHTEPHET-CTpanuiiam, potorpaduu u
T.1.

KoMy Hy:kHBI Baliy nepcoHaJbHbIe JaHHbIE?

80% npecTynmHUKOB OepyT MH(GOPMALIUIO B COLICETSX.

Jlnunas uHdopmanus UCTIONb3YETCS sl KPaXKu MapoJiei.

Jlnunas wHOpMAIUS KCTIONB3YETCS JUIsl COBEPIICHUS] TaKWX MPECTYIUICHUH, Kak
IIaHTaXX, BBIMOTATENIbCTBO, OCKOPOJICHHUE, KIIEBETA, KUAHEIITUHT, XUIIICHHE.

OmnepaTopsl ¥ UHBIE JTUIA, TOTYYUBIIKE JOCTYI K IEPCOHAIBHBIM JIaHHBIM, 00s13aHbI
HE pacKpbIBAaTh TPETHUM JIMIAM U HE PACIIPOCTPaHITh EPCOHATBHBIC JaHHBIC 0€3 COTyIacus
cyOBeKTa MepCOHANbHBIX JTAHHBIX, €CIIM UHOE HE MPEAYCMOTPEHO (peiepaibHbIM 3aKOHOM.

CyObeKT MNepCOHATBHBIX JAHHBIX TMPUHUMAET DPEIICHHE O TMPEJOCTABICHUH €ro
MEepPCOHATBHBIX JAHHBIX W JAaeT COIJlache Ha uX 00pabOTKy CBOOOJIHO, CBOEH BOJICH U B
CBOEM HMHTEpECe.

O6paboTka NepcoHaNbHBIX JAHHBIX JOMYCKACTCS B CJICIYIOMINX CIydasix:

1) o6paboTka MNEPCOHAIBHBIX JAHHBIX OCYIIECTBISAETCS C COTrJacus CyObeKTa
MepPCOHAIBLHBIX JIAHHBIX HA 00pa0OTKY €ro MePCOHAIBHBIX JaHHBIX;

2) 00paboTka TEpPCOHATBHBIX JaHHBIX HEOOXOaWMa ISl JIOCTHIKCHMS LeJIeH,
NPEAYCMOTPEHHBIX MEXIYHAPOAHBIM AOTOBOpOM Poccuiickoii denepannu Wik 3aKOHOM,
Il OCYIIECTBIICHUS W BBINOJHEHUS BO3JI0KEHHBIX 3aKOHOAATEIbCTBOM Poccuiickon
®denepanuu Ha onieparopa PyHKIUH, TOTHOMOYNN U 00SI3aHHOCTEH;

5) oOpaboTKa MEPCOHANBHBIX JAaHHBIX HEOOXOJHMMa JUIS HCIIOJHCHHS JI0TOBOpa,
CTOPOHOM KOTOPOTO JHOO BBITOJAOMPHOOPETATENIEM WM TOPYYHUTEIIEM IO KOTOPOMY
SABJISIETCSI CyOBEKT TMEPCOHANBHBIX JAHHBIX, a TAKXKe I 3aKIIOUCHHUS JI0TOBOpa IO
WHUIIAATHBE CYOBEKTa MEPCOHANBHBIX JAHHBIX WM JOTOBOPA, MO KOTOPOMY CYOBEKT
NEPCOHANBHBIX JAHHBIX OYJIET SBISATHCS BHITOJIONPUOOPETATENIEM HUIIU OPYUUTETIEM;

6) 00paboTKa MEepCOHANIBHBIX JAHHBIX HEOOXOAUMA JJIsl 3aIlMUThl KU3HH, 3J0POBbS
WIM WHBIX JKU3HEHHO BaXKHBIX MHTEPECOB CyOBbEKTa MEPCOHAIBHBIX JTaHHBIX, €CJId TMO-
Jy4eHHUe coryliacusi CyObeKTa NepCoOHANbHBIX JaHHBIX HEBO3MOXKHO;



7) oOpaboTka HEepCOHAIbHBIX NAaHHBIX HEOOXoauma Ui OCYUIECTBICHUS NpaB U
3aKOHHBIX MHTEPECOB OIepaTopa WM TPEThUX JHI] JUOO AJIs JOCTUKEHHS OOIIEeCTBEHHO
3HAYUMBIX 1I€JIeH MPU YCIOBUHU, YTO MPHU 3TOM HE HAPYIIAIOTCS MpaBa U CBOOOIBI CyObeKTa
MEePCOHANBHBIX JTaHHBIX;

11) ocymiecTBasiercss 00pabOTKa MEPCOHAIBHBIX JAHHBIX, MOJIEKAIIMX OIMyOsu-
KOBaHUIO WJIH 00513aTEIbHOMY PACKPBITUIO B COOTBETCTBHUH C (DeIepaTbHBIM 3aKOHOM.

Kak 3allIMTUTDH CBOM NICPCOHAJTbHBLIC I[aHHI)Ie?

B abconoTHOM OOJBIIMHCTBE CIy4yaeB Mbl CaMHU YKa3blBa€M CBOM NEPCOHAIbHBIE
JaHHbIE TIPU PETUCTpPAlMM Ha caiTaX, O(OPMIICHUM 3aKa30B B HHTEpHET-MarasuHax,
3aM0JIHEHUN TPOQUIsl B COLMAIBHBIX CETAX WM JIaXe IMPU COCTABJIECHUU MOUCKOBOTO
3amnpoca.

OOpartute BHUMaHHE, MPOJOJKASI PETUCTPALIMIO HA JIFOOOM caiiTe, BbI COIIIAIIAeTECh
C IOJIb30BAaTEIbCKUM COIJIAIIEHUEM, CTaBSl «TAJIOUKY» IpU 3alOJHEHUHU €ro MOJIEH.
OOBIYHO 3TOr0 TOCTATOYHO, YTOOBI pa3pelIuTh BIIAJEIbLAM cailTa KCIONb30BaTh BBE-
JICHHBIE BaMU JIaHHbBIE TTPU pabOTe C €ro CEpBUCAMH.

Takum 00pa3om, NOJIb3YSICh CAUTOM WM YCIYrO#, Bbl COrJallaeTech Ha Mepeaady u
XpaHEHHE BaIlllMX JAHHBIX, OyJIb TO JaTa POXKIEHHUSA, HOMEp MOOMIIBLHOTO TeledoHa,
MepenucKa 1 JiroOble APyTrUe TaHHbIE JUYHOIO XapakTepa. BzameH ux o0s3yroTcst XpaHHUTh
B KOH(MIEHIIMAIBHOCTH U HU B KOEM CJIy4yae He pasriiamarh TpeTbuM Jmnam. OgHako Ha
JIeJIe 3TO HE BCErJa Tak — JAJIEKO HE BCETJa CTOPOHA, OTBETCTBEHHAS 3a XPAHEHHUE BAILIUX
NEPCOHAJIbHBIX JaHHBIX, JOOPOCOBECTHO BBHINOJHSAET CBOM 0Osi3aHHOCTU. Kpome Toro,
HUKTO HE 3alUIIEH OT B3jioMa 0a3 JaHHBIX, COAEpKAIIUX MMEPCOHATbHYI0 HH(OPMALIUIO,
WJIN MPOCTHIX OIIMOOK M YeJI0BEeUeCKol onpomMeTuynBOCcTH. Hampumep, peructpupysch uin
aBTOPH3YSCh HA CalTE Yepe3 COLMAIBHYIO CETh, BBl pa3pellacTe CalTy MOJy4YUTh BaIld
JUYHbIE JAHHBIE, 1 TOYHO HEU3BECTHO, KaK OH OyJeT MMHU MOJb30BaThCs. TOUHO Tak »xe
m000#1 Ball 3BOHOK B Mara3uH WJM CaJOH aBTOMAaTHUYECKH BHOCUT Balll HOMEp B 0a3y
ITOJIb30BATENEN ITOW KOMITAHHH.

CiepoBanue HECKOJBKHMM IPOCTBIM COBETAM BO MHOIOM COKPATHT YIPO3y
HE3aKOHHOTI'0 MCIO0JIb30BAHNMS BAIIUX MEPCOHAIbHBIX TaHHBIX:

OrpanuubTe 00BeM HMHpOpMauuu o cebe, Haxonsuelcs B MurtepHere. Ypanure
numiaue dortorpaduu, BuaCo, aapeca, HoMepa TenedOHOB, ATy POXKICHUS, CBEACHUS O
POJIHBIX U OJM3KHUX U MHYIO JIMYHYIO HH(OPMAIHIO.

He ornpasnsiite Buzneo u ¢potorpaguu JroasiM, ¢ KOTOPHIMUA Bbl TO3HAKOMUJIUCH B
HNuTepHere U HE 3HaeTe UX B pEajIbHOU )KU3HU.

OTtnpaBisisi KOMy-IMOO CBOM TEPCOHANIbHBIE JaHHbIE WM KOH(PUIACHIHAIBHYIO
uHdopmaruio, yoenurech B TOM, 4TO aJpecaT — IeUCTBUTEIILHO TOT, 32 KOTO ce0s BBIJAET.

[Ipu HeoOxoammocTu pa3MenieHus OObsBICHUS B HHTEpHETE BOCHOJB3YUTECH
BPEMEHHOW CUM-KapTOM W BbIIYMaHHbIM HMEHEM. MOXHO TakXe BOCIOJIb30BaThCS
yciyroit «BTopoit HoMep», KOTOPYIO MPEAOCTABIISIOT HEKOTOPBIE OMEPaTOPhl MOOMIIEHOMN
CBSI3H. JTa yCIlyra Mo3BOJseT NOIKIIOUUTh B «JIMuHOM KaOuHETE» BTOPOH HOMEP TOJIBKO
Ha npreM 3B0HKOB U CMC. 3BOHUTH C HETO HE MOIYYUTCH.

Hcnonp3yiTe TONBKO CIOYKHBIE MApOJIA, pa3HbIE JJIS Pa3HbIX YUYETHBIX 3aIlUCE U
cepBucoB. [lonb30Barenn, KOTOpbIE KCIOJIB3YIOT OJIMH U TOT K€ MapOJIb JIJIsl BCEX CEPBUCOB,



IPY KOMIIPOMETAIMH XOTsI ObI OTHOTO U3 CEPBUCOB MOT'YT MOTEPSATH AOCTYI KO BCEM CBOUM
y4EeTHBIM 3anucsaM. [I0BTOpHOE UCIIOIb30BaHUE MTAPOJIEN KATETOPUYECKH 3AIIPELIEHO.

PerynsapHo MeHsNTE Mapoy, )KEJIaTeIbHO HE PEXE pa3a B MECHLL.

[Io BO3MOXHOCTH HCHOJIB3YWTE NBYX(AKTOPHYI aBTOPU3ALUIO0 — 3TO METOJ
UACHTU(DUKAIIMNH TTOJIb30BaTENsl B KaKOM-IH00 cepBuce (Kak mpaBuiio, B VHTepHeTe) npu
MOMOIIIH 3allpoca ayTeHTHU(PHUKAIIMOHHBIX TAHHBIX JIBYX Pa3HBIX THIIOB, YTO 00ECTIEUNBACT
IBYXCIIOMHY!O, a  3Ha4uT, Oosee DPQPEKTUBHYIO  3alIUTy  aKKayHTa  OT
HECaHKIIMOHUPOBAHHOTO MPOHMKHOBeHUs. Ha mpakThke 3TO OOBIYHO BBIMVISIAUT TaK:
nepBBIA pyOeK — 3TO JIOTUH U NapoJjib, BTOPOUN — crienuaibHbIi Ko, npuxoasmuid mo CMC
WJIU DJIEKTPOHHOM MOYTE.

3aBenure cebe aBa ajapeca 3JIEKTPOHHOM MOYTHI — YacTHBIM, AJI1 TNEPEHUCKU
(mpuBaTHBIA ¥ MaJOU3BECTHBIN, KOTOPBIN Bbl HUKOT/IA HE MyOJIMKYyeTe B 0OLEA0CTYTHBIX
UCTOYHHMKAX) U IMyOJUYHBIN — IJI1 OTKPBITOH JIeATENbHOCTH ((hOpyMOB, HaTOB U TaK Jajiee).

Yrto menarb, ecJi Bbl CTAIU KEPTBOIl HaApyUIeHUs B 00J1aCTH MEPCOHAIbHBIX
JTAHHBIX?

B nepByto ouepes BaMm HEOOXO0AMMO OOPATUTHCS B YIIOJTHOMOYEHHBIN OpraH B cepe
MEPCOHANIBHBIX TAHHBIX — POCKOMHA30p, @ TOUHEE, €r0 TEPPUTOPHAIBHOE Y TIPABJICHHE.

B nensx oOBEKTHMBHOTO W TMOJHOTO PACCMOTPEHHS BaM HEOOXOIMMO YyKa3aTh
CIEAYIONTYI0 HHPOPMAITUIO:

1) mepeyeHb MEPCOHANLHBIX JTAHHBIX, HEMPABOMEPHO 00pabaThIBaEMBIX Ha caiTax B
ceru MHTepHeT;

2) cBeneHUs] O JOKYMEHTE, YJOCTOBEPSIONIEM Ballly JHUYHOCTh (KOMUHU CTPAHMII
nacropTa), JUisl OJITBEPKICHHS PUHAIIEKHOCTH IEPCOHAIBHBIX JaHHBIX, HEIPABOMEPHO
pa3MeIleHHbIX Ha caiiTaX B ceTu IHTEpHET, K BaM Kak K CyObEKTY MEePCOHAIbHBIX IaHHBIX;

3) TOYHBIE U IOCTYIIHBIE aJpeca CTPAHUI] CAUTOB (yKa3aTeau CTPaHUIl CAiTOB B CETH
Nutepuer — URL), coxepxaimue HE3aKOHHO oOpabaThiBaeMble (pa3MEIEHHBIC)
MepCOHAJbHbIE JaHHBIC, MO3BOJISIIONIME OCYIIECTBUTH MPOCMOTP JAHHBIX CTPAHUI]
VYrpaBieHueMm, a TakkKe CHUMKH SKpaHa ¢ JaHHbIMH CTPAaHULAMH, COJAEpXkalive B cede
noyHbld agpec crpanHunbl caiita (URL) um patel myOiukanuu TOCTOB/COOOIICHMIA,
COJIEpKaIllUX HE3aKOHHO oOpabaThiBaemble (pa3MelléHHbIE) MEPCOHANIbHBIC JaHHbIE Ha
TEeKYIIMM MOMEHT BpeMEHM (JaTa) W JPyTrHe CBEACHUS, MOIATBEPIKIAIOIINE HaPYyIICHUS
TpeOOBAHMIA 3aKOHOAATENHCTBA B 00JACTH NEPCOHATBHBIX JaHHBIX (BUIE03aIMCh dKpaHa C
JIEUCTBUSMH, TTO3BOJISIOMUMH 3a()UKCUPOBATH HAPYIICHUS U T.I1.);

4) cBeneHUs, YIIOJTHOMOYMBAIOIINE BAC MPEJCTABIATh UHTEPECH (DU3UUCCKUX JTUIT
(kommuM AOBEPEHHOCTEH), MEPCOHAJBHBIE JIAHHBIE KOTOPBIX pa3MEIIEHbl Ha calTax (B
Cly4yae HapyIIeHHUs X MpaB Kak CyOhEeKTOB MEPCOHAIBHBIX JIAHHBIX ).

JIONOJIHMTEJIBbHO CJIeyeT NMPeACTABUTD (IIPH HAJIUYHUM):

- CBeJeHUs, MOATBEPKIaomue (akT HAMPABICHUS BaMU B aapec aIMUHUCTPAITUN
caiita (mamee — omeparop) TpeboBaHUS 00 YHUUTOKEHHUH BaINX MEPCOHATBHBIX JAHHBIX C
yKa3aHUEM Ha WX HE3aKOHHOE ToyrydeHue (0e3 coriacusi) ornepaTopoM WIH ¢ YKazaHUEM
TOTO, 9YTO OHH HE SBJSIOTCS HEOOXOAWMBIMHU IS 3asBICHHON Iienu 0o0paboTKH
(npencraBisieTcs MpU BO3MOKHOCTH HAIIPABJIEHUS YKA3aHHOTO TPEOOBaHMS);

- OTBET omeparopa Ha Baiie TpeOoBaHHE 00 YHUUYTOKEHMM BalllUX MEPCOHAIbHBIX
JAHHBIX (MPU HAJIUYHUN).



Oopawaem énumanue Ha Mo, YMO 6Ce€ UMEIOULUECA CEEOCHUA O00JI)HCHBL Oblmb
npeocmaenensl 6 aopec Ynpaeienusa eOunoepemenno!

B cnydae ecnu mo pesyibTaraMm MpoBepkH YmpaBiieHHEe PockoMHan30pa BBISIBUIO
HapyIIeHre, BBIIACTCS Mpeanucanie 00 ero yCTpaHCHHH.

Ecnu Ynpasnenue PockoMHaa30pa He YBHIEIO HAPYIIEHUS, BBl MOXKETE OOPATUTHCS
B IICHTPAJIbHBIN anmapar JaHHOTO BEJOMCTBA.

[ToMumo 3TOrO, BCE CyOBEKTHI MEPCOHAIBHBIX JTAHHBIX MMEIOT MPABO Ha 3alUTY
CBOMX MpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCJIC HAa BO3MEIICHUE YOBITKOB M (WJIH)
KOMITCHCAIIUI0 MOPAJIBHOTO Bpejia B CyJA€OHOM MOPSIJIKE.

OTBETCTBEHHOCTh 3a HAPYILICHHE 3aKOHOJATEIbCTBA O NEPCOHAIBHBIX JAaHHBIX
npeaycmaTpuBaercss B cooTBeTcTBUM co cT. 13.11 Koxmekca o0 aaMuUHHUCTpaTHBHBIX
npaBoHapyueHusax PO.



MOLWWEHHUYECTBO B CETU
MHTEPHET

Kak neiicTByIOT MOLIEHHUKH

MOIIEHHUKN 04E€HBb XOPOIIO 3HAIOT ICUXOJIOTHUIO JIFOAEH U YMENO UCIOJIb3YIOT BCIO
JOCTYIIHYI0 HMH(OpMalMIo, BKIIOYas Ty, KOTOPYIO >K€PTBA MOIIEHHUYECTBA HEBOJBHO
BBIAAET NIpU oOlIeHnU. B opraHuzanuu TeneoHHBIX MaxXWHAIUMN YYacCTBYIOT HECKOJBKO
MpeCTYNMHUKOB. OUYeHb YacTO B TaKU€ TPYMIbI BXOJAT 3J0YMBIILIEHHUKH, OTOBIBAIOIINE
CPOK B HCIIPABUTEIBHO-TPYAOBBIX YUPEKIACHUSX.

MoumeHHUKH HCIOJIB3YHOT CJIEeAYIOIINEe MOTUBDBI:

. OCCIOKOMCTBO 3a OJIM3KHX M 3HAKOMBIX;

. 0eCcrnoKOMCTBO 3a CBOM TeneOHHBIN HOMED, CUET B OaHKE UM OAHKOBCKYIO KapTy;

. JKEJIaHWEe BBIUTPATh KPYIHBIN TIPH3;

. JFOOOMBITCTBO — KEJIaHNE TIOMYYUTh TOCTYI K Kakoi-1ub0 nHpopmarmm;

. KEJIaHWe TOMOYb OOJBHBIM JETSIM WM JIOJSM, MOCTPAAaBIIUM OT CTHXUHHBIX
OencTBuUil.

ConmalibHBIC CETH SBISIOTCS Kiaze3eM HHGOpPMAaIlUK I MOIIEHHUKOB. Pa3memnias
JaHHBIE O ceOe Ha CBOMX CTpPaHUYKaX, Mbl HE 33yMBIBAEMCS O TOM, KTO MOXXET JTUM
BOCITOJIB30BaThCA. MeXAy TeM UMEHHO Oiarojaps HaM CaMHM MOIIIEHHUKaM OOBIYHO HE
COCTaBJISIET TPyJa y3HATh HH(DOPMAIHIO O POJICTBEHHUKAX, KOHTAKTAX, YBICUCHUSIX CBOCH
MOTCHIMAJIBHOW KE€PTBbl M NPU BHIMAHWUBAHWU JCHET BHYIIWTH JOBEPUE 3HAHUEM €€
JIMYHOM >KU3HU.

3.2. Buabl uHTepHeT-MOmIeHHNYecTBA. Kak 3amuTuts ceds?

Hambonee pacnpocTpaHeHHBIMM BHAAMH MOIICHHUYECTBA HA JaHHBIA MOMEHT
SIBJISIFOTCSL:



TesedonHoe MOIIECHHUYECTBO

CymecTByroT Hanbosee pacrpocTpaHEHHBIE CXEMBI TeJIe(OHHOTO MOIIICHHUYECTRA.
BapuaHTOB TOT0, KaK MPEACTaBAT BaM UX MOIICHHUKH, OY€Hb MHOTO, HO CYyTh HE MECHSIETCS.

Oo6man no Ttenedgony. C Bac MOryT moTpebOBaTh BBIKYN WM B3ATKY 3a OC-
BOOOXKIEHUE SIKOOBI U3 oTHeneHus noaunuu win ¢ mecta JTII Bamero poacreennuka. Uto
JIeNaTh: B TOM CJIy4ae IrJaBHOE HE NAaHUKOBATh, IO3BOHUTH CAMOMY POACTBEHHUKY, €CIIU
HE OTBEYAET, TO MOIBITATHCS HAUTHU €0 Yepes3 Ipy3ed U 3HAKOMBbIX.

CMC-npocbb6a o nmomomu. TpeOoBaHME MEPEBECTH OMNPEICIEHHYI0 CyMMY Ha
yKa3aHHbBII HOMEp C MCIOJb30BaHUEM OOpAIllEHUsI «MaMay, «IPYT», «CBIHOK» U T.I. UTO
JIeNaTh: HE CIEIINTE NEPEBOUTD IEHbIU, YOEIUTECH, YTO B HUX JEHCTBUTEILHO HYKIAETCS
Balll POJICTBEHHUK WJIA 3HAKOMBIH.

Tenedonnblii HOMep-rpaduTeib. [I1aTHBII HOMEp, 32 3BOHOK HAa KOTOPBIN CO CUETA
CIIMCBIBAETCSl JICHE)KHasi cymma. UTo Aenarh: HE NMEpe3BaHUBANWTE HAa HE3HAKOMBIE WIIU
npeioxeHHble B CMC-coo01ieHnsx HoMepa TeaepoHOB.

Boiurpsiin B J10Tepee, KOTOPYIO AKO0ObI POBOAUT PAAHOCTAHIIUA UJIM OIIEPaTOP
cBsi3u. Bac MOryT MoONnpocuTh OMJIATUTh MOUUIMHY, HAJIOT WU T.I., IEPEBECTH CYMMY Ha
onpeaenéHHbld c4€T, COOOINTh NpUIeAni Ha TenedoH KoJ. UTo AenaTh: HE CIELIUTE
NEPEeBOAUTH JACHBIM WM COO0IIaTh Kakue-nubo aaHHble mo Tenedony. Ilo3BoHuTe Mo
obulMAIbHBIM HOMepaM (yKa3aHHbBIM B CIpPaBOYHUKAX, Ha calTax) KOMIAHUU —
OopraHu3aropa JIOTeper UiIu KOHKypca, yOeAUTECh B TOM, YTO BaC HE 0OMaHBIBAOT.

IITpagHble cAaHKUMM M Yrpo3a OTKJ/IOYEHUS] HOMepa SKOObI 3a HapylIeHHUE
JIOTOBOpa C OMEpaTopoM Baliei MOOWIbHOM CBsi3U. UTO JeiaTh: MO3BOHUTE CaMU CBOEMY
orneparopy no o(GpUIHATLHOMY HOMEPY, YTOUHUTE UH(OPMALHIO.

Omubounblii mepeBoa cpeacTB. Bac mompocsaT mepeBecTd SKOObI OMIMOOYHO
nepeBeCHHbIE CPEACTBA, a 3aTeM JOMNOJHUTEIBbHO CHHUMYT JE€HbIM. YTO 1enars:
UTHOPHUPYHTE TI0JI00HBIC COOOIIEHUS W (€CITH 3TO Tele(OHHBIM Pa3roBOp) MOCOBETYIHTE
U1 BO3BpaTa OUIMO0YHO MepeBeAEHHON CYMMbI OOPATUTBHCS K ONIEPaTOpy CBSI3U.

MoueHHN4ecTBO ¢ 0AaHKOBCKMMH KapTaM#

Haub6oJ1ee monyJisipabie crioco0bl MOIIEHHUYECTBA ¢ 0AHKOBCKUMM KAPTAMMU:

CMC-coobuienne o OJIOKUPOBKE OAHKOBCKOW KapThl, O HECAHKIMOHUPOBAHHOM
JIBUKEHUU JECHEXKHBIX cpenactB, cMeHe [IMH-koma, okoH4aHuu Cpoka AEUCTBUS KAPThl U
T.J. C TpeOOBaHUEM TIEPEUTHU 10 CCHUTKE WUJIU TIEPE3BOHUTH 0 YKa3aHHOMY TesieOoHY.

TenedoHHbIE 3BOHOK «pabOTHHKAa OaHKa», MOTECHIIMAIBHOTO «IOKYMaTes» C
MPEIOKCHUEM TPOUTH K OypkaiiieMy OaHKOMAaTy M COBEPIIUTH MAHUITYJSIHH C
0aHKOBCKOM KapTOM BO M30SKaHNE KaKUX-THOO MOCIICCTBUI, BHSCCHHS aBaHCa | T.II.

JlJIsi COXpAaHHOCTHM BalIUX CPeACTB c00J104aliTe OCHOBHbIE MpaBuJja Oe3omnac-
HOCTH:

Huxomy He coobmiaiite cpoit [IMH-kox, naxe pabotHukam 6anka. He BBogute [TMH-
Ko npu padbore B cetu HTEpHET, OH MOXKET MOTPEO0BATHCS TOJIBKO MOIIEHHUKAM.

CMC-coob1ieHrsi 1Mo TPOBOJUMBIM oOlepanusiM 1Mo OaHKOBCKUM KapTaM pac-
CBUTAIOTCS C ONpeAeaEHHBIX KOpoTKuX HOMepoB (Coepbank — 900). Jlns cBsizu ¢ 6GaHKOM
HEO0OXOAMMO HMCTOJIE30BaTh OQuIlMaIbHbie HOMepa KOHTAaKTHOTO IEHTpa, yKa3aHHBIC Ha
6ankoBckoii kapte. Ecan B CMC-coo01ennu o 6J10KUpPOBKE KapThl, IBHKEHUU JICHEKHBIX



CPEICTB yKa3aH JApyrod HOMEp, IO KOTOPOMY IIPEIJIaraercsi II03BOHUTb, TO ITO
MOIIEHHUKHU.

B cnayuae BO3HUKHOBEHHS mpobieM y OaHKOMaTa, HE MNPUHUMAWTE MOMOIIb
MOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIM 1eHTp OaHka 1o TenedoHy, YKa3aHHOMY Ha
OaHKoMare.

Ecnu k Bam oOpatwinch 1o tenedony, B IHTepHeTe, uepe3 coluaabHble CETH WM
OPYTUMU CIOCOOAMU U IO PA3IMYHBIMU MTPEIIOTAMH MBITAIOTCS Y3HATH TaHHBIE O BallIeH
0aHKOBCKOM KapTe (HOMEp KapThl, TPEX3HAYHBIN KOJ] HA OOOPOTHOM CTOPOHE KapThl), KO/,
OpUIIEAIUNA Ha Baml MOOWJIBHBIA TeneoH, Hapoid WIA JAPYTyl I[EPCOHAIbHYIO
UH(pOpMaIuIo, OyJAbTE OCTOPOKHBI, ’TO MOILIEHHUKH.

[Tpu TenegoHHOM OOILIEHUH HE COBEpLIANTE HUKAKUX JACUCTBUN y OaHKOMara Io
UHCTPYKIUHU «paOOTHUKOB OaHKa», €CIU TOJIBKO JIaHHBIM 3BOHOK HE ObUI MHUIMUPOBAH
JIMYHO BAMH.

He nepexoaute no ccpiikam B CMC-coo0nIieHusX.

[Ipu nonyyenun CMC-cooOlmeHHI O CHITHH JEHEXHBIX CpPEICTB C Balleu
0aHKOBCKOW KapThl HEMENJIEHHO oOpalaitech B 0aHK, OJJOKUPYUTE KapTy.

MouneHHHY€eCTBO B COUAJIBbHBIX CETAX

MOILIIEHHUKHN aKTUBHO I10JIb3YIOTCS COLIMAJIbHBIMU CETSIMU U PAa3JIMYHBIMUA CEPBUCAMU
0O11IeHMSs1, HAaTTpUMEp, CalTaMHi 3HAaKOMCTB.

HonyasipHbIe C1IOCOOBI MOILICHHUYECTBA:

PacnipocTpaHeHHe CcCbLIOK Ha BPEIOHOCHOE TMPOrpaMMHOe o0ecneyeHue,
nopHorpaguyeckue caiTbl, MOLIEHHUYECKUE Ppecypchl U npuiaokenus. [lons3oBarenu
COIMAJTBHBIX CETEH YacTO CTAIKMBAIOTCS CO CITAMOM, KOTOPBIA TPUXOAUT K HUM B «JTHIHBIC
COOOIIEHUSD OT UMEHH <JIPYy3€il» WM HE3HAKOMBIX IMOJIb30BaTeNeil. IT0 03HAYaeT, UTo
aKKayHTBl JTHX JIIOACH B3NOMaHbl. Kax npasuno, ccoliku 6 maKux cooOuWeHusx
CONPOBOAHCOAIOMCS 3A8NEKAIOWUM MEKCMOM, Hanpumep: «Budera meou ¢omo, s maxozo
He odicuoana, nocmompu cam!..», « B amou 6aze danuwvlx ecmo 8¢ uHopmayus Ha 1106020
yenogexay» u m.n. Uto nenatb: HuKo2oa He nepexooume no noO03PUMenbHbIM CCLIKAM. /[
00CMyna 6 COYUANbHYIO CeMb UCNONb3VUMeE YHUKANbHBIL NApOoNb: OH OO0JJCEH Oblmb
OJIUHHBIM, COCMOAMb U3 YUPP U 1amuHckux Oyke. JIyuuie ucnonwvzoeams pasmvie napo.u
OJI51 PA3HBIX COYUAbHBIX cemeli U Opyeux UHTEPHET-CEPBUCOB. He nododasatimecs Ha

APU3bI8 KO20-MO U3 «AOMUHUCMPAYUY CAUMay COOOWUmMb 8aul 102UH U NAPOJb NOO
Kakum-1uoo npeono2om. Pecynapno MEHSNTE Mapoib OT COLUANBHON ceTH (XOTs Obl pa3 B
MECSII); OCTEPETalTeCh MOIIICHHMYECKUX CANTOB C MTOX0XUMH TI0 HAMMMCAHUIO HA3BaHUSIMU
(vkontahte.ru, vkOntalkte.ru u T.7.). OTH «)UIIMHTOBBIC» CTPAHHUIIBI PACCUYUTAHBI Ha
HEBHUMATEJILHOCTh W HAa TO, YTO BBl CaMH TIPEJOCTABUTE MOIICHHUKAM CBOH JIOTUH H
apoJb.

1 3nakoMble He3HAKOMIIbI. B collManbHBIX CETAX M Ha cailTax 3HAKOMCTB MO-
IICHHUKH CO3JAl0T CTPaHUIIBI, T YKa3bIBAIOTCA JTaHHBIE W pa3MemniaroTcs ¢ororpaduun
BBIMBIIIUICHHBIX JfoAe. C TOMOIIBIO 3THUX CTPAaHUI] OHM 3HAKOMSTCS C JAPYTUMHU
nojp3oBatesiMu caiita. Co BpeMEHEM MOIICHHUKH BXOAAT B JOBEpPHUE, MPEAIararoT
nepeiTu codeceTHUKyY Ha Oosee «Oau3K0e» 0OIIEHIE U OCTABIISIOT CBOM HOMED TenedoHa.
CaMbIM 6€300MIHBIM TOCJIEACTBUEM TaKOro OOIIeHHsI OyIEeT TO, YTO HOMEP OKAXKETCS
IJIATHBIM | C BAIIEro CYETA CIIUITYTCS JE€HBIH.



] IIpocb0ObI 0 (MHAHCOBOI MOMOIIU, 0JIATOTBOPUTEIbHbIE AKINH. MOIIIEHHUKN
4aCTO UCHOJIB3YIOT TAKUE MOBOJIbI, IO3TOMY, MPEKJIEC YEM NIEPEBECTU ICHBIM JJIs1 TOMOIIH,
ybeauTech, 4TOo Bac He oOMaHbIBalOT. OOpaTuTe BHUMAHHE HAa HAJIUMYHE HECKOJIBKUX
KOHTaKTOB (Tee()OHbI, AIEKTPOHHAS T0YTa, CTPAHUYKU B COITMATBHBIX CETAX), HATHUIHE
MOJTBEPKAAIOIINX TOKYMEHTOB.

MonmeHHHYeCTBO Ha caiiTax 0eCIJIaTHBIX 00bSABJIEHHH

Pa3Mmernast 00bsABIICHHS, WUIHM ITOKYTas 4TO-TM00 Ha caiiTaXx OecIUIaTHBIX OOBSIBICHUN
(mammpumep, «ABHUTO»), OyIbTE BHUMATEIbHBI U OCTOPOXHBI, TAaK KaK MOIIICHHUKHA OYEHb
4acTO UCTOJIB3YIOT UX NIt oOmaHa. [IposaBas 4To-TO, BBI XKejaeTe MOJIydUuTh TPUObLIb, HO,
CTOJIKHYBIIIUCH C MOIIICHHUKAMH, MOYKETE IMMOTEPSITH BCE CBOU COEPEKEHUSI.

Kak Bac moryr o00MaHyTh:

Omiara wiam npepomnara 3a Bam ToBap. O4eHp YacTO 3aMHTEPECOBAHHBIC
MOKyMNaTeid TpeajiaraloT MPOM3BECTH OIUIaTy (eciu cymMMa HE3HayuTelnbHas) WU
MpeAoIIaTy 3a Ball TOBAap, HO CAENATh 3TO MOTYT MO KaKUM-JIMOO MPUYMHAM TOJIBKO Ha
0aHKOBCKYIO KapTy (HaxomsiTcs B APYroM TOpOJie, HET HAJIWYHBIX JE€HETr, JE€HbIM Ha
PacU€THOM CYUETY U T.II.), HO IIPU 3TOM TpeOyIOT COOOIIUTH HE TOJIBKO HOMEp KapThl u DO
(Oompiie 11t mepeBoia HUYEro He TpeOyeTcs), HO U pyrue aanHble. [loMHuTe, 4TO ecnu
BaC MPOCIT COOOLIUTh MPUILEAIINI Ha TeNePOH KOJI, IPOUTH K OAHKOMATy U COBEPIIUTH
KaKWe-TO JIEUCTBUS, BCTABUB Ballly KapTy (YTOOBI, HAPUMED, MOATBEPAUTH MTPOXO0KICHUE
maTexa), COOOIUTh CPOK AEHCTBUSA KapThl U TPEX3HAYHBINA KO HA 0OOPOTHOW CTOPOHE, TO
3TO MOIIEHHUKH. [Ipekpainaite KOHTAKTbl C TAKUMH «IOKyHaTEIsIMU» W, €CIU YCIEIu
COOONINTH KaKWe-TO JaHHBIC, HEMEJICHHO OJIOKUPYITE OAaHKOBCKYIO KapTy, MO3BOHUB 10O
yKa3aHHOMY Ha Hei HoMepy TesedoHa.

IIpenonsiara 3a nokynaemslii ToBap. [lokynas uro-nm6o, Oy pTe OCTOPOXKHBI, €CITU
BaC MPOCAT MPOU3BECTH NMPEAOILIaTy. BIOIHE BO3MOXKHO, YTO MOJyYHB €€, «IIPOJABEID)
[EPECTAHET OTBEYATh HA BAlllM 3BOHKH.

CMC-coobmenns co ccblikoid. Ha HoMep, KOTOpbIi BbI yKa3zanu npH My OJuKauu
0OBSIBJICHUS O MPOJIAXKE UIIH JKEJIAHUH YTO-TM00 KYyNUTh, MOKeT npuiitt CMC-coo01ieHue
C MpeMJIoKEeHUEM ToBapa, oOMEHa M CChUIKOW Ha 3TOT ToBap. Ecim BbI mepeinére mo
CCBUIKE, TO 3arpy3HUTe Ha CBOM Tene(OH BPEJOHOCHOE IPOrpaMMHOE 00ecTieueHrne, KOTopoe
MO3BOJIUT MOLIEHHUKAM TMOJYYUTh JOCTYI K BalllMM OaHKOBCKUM KapTaM.

ByabTe 0CTOPOXKHBI, €CJIM BaM NpPeiaraior:

. Ha3BaTh HOMEP OAHKOBCKOW KapThl, TPEX3HAYHBIN KOJT HA 000POTHOM CTOPOHE KapTHhI,
IINH-xox;

= IPOM3BECTH MAaHUMYJISIIUN ¢ OAHKOBCKOM KapToil y 6aHKoMarta;

. COOOIIMTH MPUILIEAIINNA HA TEIEPOH KO

. NEPEeBECTU CyMMY JIEHET (aBaHC, 3aJI0T, MOLUIMHA, HAJIOT, OIIMO0YHO MepeBeIEHHbIN
IUIaTeX U T.1);

. nepeitu no ccouike B MaTepHeTe, B CMC- niiu MMC-coobiennu Ha cMapTdoHe;

. MO3BOHUTH 1O YKkazaHHOMY B CMC-coobuiennu HoMepy TenedoHa;

. OTNPABUTH Balll HOMEP TenedoHa;

. ornpaButh CMC-coo01enne Ha KOPOTKHI HOMeED;

. Ha3BaThb IMMAPOJIM OT BAIUX JIMYHBIX CTPAHUYCK B COIMAJIbHBIX CCTAX.



OCHOBHDbIE NMPABMUIJIA
BE3ONACHOCTU B CETU MUHTEPHET

1. CoBeTbl 0 6€30MaCHOCTH padoTe B 001IeT0CTYNHBIX ceTsax Wi-fi:

. He nepepasaiite cBOIO JUUHYIO MHGOpMaIHIO Yepe3 obmieaoctynabie Wi-Fi
cetu. PaboTass B HUX, >KelaTeJIbHO HE BBOJUTH MApPOJIM JOCTYyMa, JIOTUHBI U KaKUE-TO
HOMeEDa;

. Hcnionp3yiiTe 1 OOHOBJISTHTE aHTUBUPYCHBIE TTPOTrpaMMBbl U OpaHamayep. Tem
cambIM Bb1 o6e3omacute cedst OT 3aKayKky BUpyca Ha YCTPOUCTBO;

. [Tpu ucnonbzoBanuu Wi-Fi otkmrounte Gpynkimto «O0mwmii noctyn K daitnam

u npuHTepam». JlaHHas QGYHKIUS 3aKpbiTa 110 YMOJYAHUIO, OJHAKO HEKOTOPHIC
MOJIH30BATEIM AKTUBUPYIOT €€ JIJIsl y100CTBA UCIOJIb30BaHUs B paboTe mwin yueoe;

. He wucnonp3yiite nyOommunasii WI-FI nms nmepemaum JIWUYHBIX  TaHHBIX,
HanpuMep JIJIsl BBIX0/1a B COLIMATBHBIE CETH WJIM B DJICKTPOHHYIO MOYTY;

. Hcnons3yiite Tonpko 3amuuieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

. B moOuiasHOM Tenmedone otkirounte ¢yHkiuio «llonkmouenne k Wi-Fi
aBpToMatuuecku». He moryckanTe aBTOMaTHUYECKOTO TMOAKIIOYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 Bamero cornacusi.

2. OcHnoenble cosemul HO 0€30NACHOCMU 8 COUUATNbHBIX CEMAX:

. OrpannubTe CIUCOK Apy3eil. Y Bac B Apy3bsX HE JOKHO OBITH CIIYYAHBIX U
HE3HAKOMBIX JIIOJICH;
. 3amuianTe CBOK YacTHYIO >KuM3Hb. He ykaswiBaiiTe maposu, Tene(oHBI,

azpeca, JaTy TBOETO POXKACHUS H JPYTYIO JIMYHYI WHGOPMAIUIO. 3I0YMBIITUICHHUKN
MOTYT UCIIOJIb30BaTh Jake MH(popMaimio o ToMm, kak Bel u Bamu poaurtenu mianupyere
MIPOBECTH JOCYT;

. Ecmu Bol ToBOpHTE C MIOABMH, KOTOPHIX HE 3HAETE, HE HCIIOJIB3YHTE CBOE
peaslbHOE UMS U IPYTYIO JIMYHYIO WH(HOPMAIIUU: UM, MECTO YKHTEIhCTBA, MECTO Y4eObl U
npodee;

. N36eraiite pazmemenus ¢potorpaduii B Miutepuere, rne Bol n3o0pakeHsl Ha

MECTHOCTH, IIO KOTOpOﬁ MOKHO OIIPpEACIINTD Bamie MCECTOIIOJIOKCHHUC,



= [Ipu peructparuu B COUAIBHON CETH HEOOXOAMMO HMCIIOJIH30BATh CJIOYKHBIE
IIapOJIH, COCTOSIINE U3 OYKB M (P B ¢ KOJIMISCTBOM 3HAKOB HE MEHEe §;

" JI1s colmaabHOM CETH, MOYTHI M APYTUX CAaWTOB HEOOXOJAMMO HCHOJIb30BaTh
pasHble naposiu. Toraa eciau Bac B311oMaroT, TO 3710yMBIIUIEHHUKY TTOIY4YaT JOCTYII TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpasy.

3. OcHosHble coéembl nO 0€30NACHOI padome ¢ ITEKMPOHHBIMU OCHbZAMU:

. [TpuBspkuTe K cueTy MOOMIBHBIN TeaepoH. ITO caMblil YAOOHBIA U OBICTPHIi
Croco0 BOCCTAaHOBHUTH JOCTYM K cueTy. [IpuBsi3aHHbIN TeneoH MOMOXKET, €ClIu 3a0yaeTe
CBOM TUIATEKHBIN MAPOJIb WU 3alJIETE HA CAUT C HE3HAKOMOI'O YCTPOKCTBA;

= Ucnonw3yit opHopa3zoBeie maponu. Ilocine mnepexoma Ha  YCUIECHHYIO
aBTOpHU3aIuio BaM yxe He OyJieT yrpokKaTh OaCHOCTh KPaKH WIIM IepexBaTa IIaTeKHOTO
apoJis;

s Bribepute cioxubiii mapois. IlpectynmHukam OyaeT He IPOCTO yrajaTh
CJIOXKHBIM TapoJib. HagexkHble MapoJii — 3TO Mapojd, KOTOPBIE COAECpkKAaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B €€0sS CTPOYHBIE M MPOMHUCHBIE OYKBBI, IU(PPHI M HECKOJIBKO

CHUMBOJIOB, TaKM€ KakK 3HaK jojuiapa, pyHTa, BOCKIUIATENbHBIA 3HaK W T.1. Hampumep,
StRONg!;;

. He BBOAMTE CBOM NTMYHBIE TaHHBIE HA CATaX, KOTOPBIM HE JOBEPSETE.
4. Ocnoenwie cosemul no 6€30naAcHOll padome ¢ INEKMPOHHOI NOYMOIL:
. Hano BbIOpaTh npaBUIIbHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN

BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE JOBEPSITH TEM, KOTO 3HAE€TE U KTO
IIEPBBIA B PEUTHUHTE;

o He ykaspiBaiiTe B TU4YHOM mouTe JuYHy0 HHGopManmio. Hampumep, mydiie
BBIOpATh «MY3bIKaIbHBIN _(paHat@» umm «pok2013» BmecTo «remall3y;

. Hcnonp3yiiTe IBYyX3TAlHYO aBTOPU3ALMIO. DTO KOTJa IOMUMO MApOJIs HYKHO
BBOJUTH KOJ, MpUChLIaeMblii Mo SMS;

= BriOepute cnoxxHbIi maposs. JJig Kaxka0ro mouyToOBOro SIIUKA JOJKEH ObITh
CBOU HAJIC)KHBIN, yCTOMYMBBIN K B3JIOMY MapOJb;

. Ecin ecTtp BO3MOXHOCTH HamucaTh CaMOMYy CBOM JIMYHBIM BOIPOC,
WCTIOJIB3YHTE 3TY BO3MOYKHOCTD;

= Hcnonb3ylTe HECKOJIBKO IIOYTOBBIX AIIUMKOB. IlepBbld [  4acTHOM

NEepPEenucKu ¢ aapecaramu, KOTOpbIM BbI joBepsere. DTO 3JIEKTPOHHBIA ajpec He Halo
UCIIOJIb30BaTh NPU PErvcTpaluu Ha (popyMax U cailTax;

= He otkpeiBaiiTe ¢aiimel u Ipyrue BIOKEHHS B MHUChbMaX JaXe €CIH OHU
npunum ot Bammx apyseit. Jlydie yrounauTe y HuX, OTOpaBisuiv Ju oHu Bam atu aiiiesr;
. [Tocne okoH4aHMs pabOTHI HA TOYTOBOM CEPBHCE TIEPET 3aKPHITHEM BKIIAJIKH C

caiiToM He 3a0yIbTe HaXKaTh Ha «BBIATIY.

5. OcnogHble cosembl no 60pbode ¢ puuiunzom (WUHmMEPHEM-MOULIEHHUYECEa):

- Crnenute 3a cBomM akkayHToMm. Ecnu Thl momo3peBaemis, uro Bama ankera
OblIa B3j7I0MaHa, TO HEOOXOJAMMO 3a0JIOKHPOBaTh €€ W COOOIIUTH aJMUHUCTpPATOpPaM
pecypca 00 3TOM KaK MOXKHO CKOpee;

" Ucnonw3yiiTe 6e3omacHbie BeO-CaiThl, B TOM YHCJIe, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;



= Ucnone3yiiTe cioxHble W pasHble mapoiu. Takum oOpasom, eciu Bac
B3JIOMAIOT, TO 3JIOYMBIIIICHHUKY MOJIy4aT JOCTYH TOJIBKO K ogHOMY Baremy npoduiio B
CEeTH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To HEOOXOIUMO MPETyIPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBiieHbl y Bac B ipy3nsax, 0 ToMm, uTo Bac B3momanu u, BO3MOKHO, OT Bamrero
MMEHHU OyJIeT pacChlIaThCs CIaM U CChUTIKM Ha (DPUIITMHTOBBIE CANTHI;

. YcranoBure HaaexkHbIH apoib (PIN) Ha MoOUIbHBINM TenedoH;

. OTkJrounTE COXpaHEeHue mapoJsi B Opaysepe;

6. Ocnosnvie cosemvt no 3awjume uugpoeoi penymayuu (HecamueHas uIu
nozumuenasn ungpopmayus 6 cemu o Bac):

. [Toxgymaiite, npexkae yeM 4To-TO IMyOJMKOBATh U TNepenaBath y Bac B Oimore
WJIY B COLIMAJIBHOU CETH;

. B nactpoiikax npoduisi yCcTaHOBUTE OrpaHUYEHHs Ha MpocMoTp Bariero
PO U €r0 COAEPKUMOr0, CACIANTE €0 TONBKO «JJIsl APY3Eh»;

. He pa3smemaiite u He yka3piBaliTe HHPOPMAIINIO, KOTOPas MOXET KOro-iudo
OCKOPOJIATh UJIN OOMKATh.

CoobaronaiiTe mpaBuia:

. HOMHI/ITC, 4TO B BUPTYaJIbHOM IIPOCTPAHCTBC OTBCTCTBCHHOCTDb HACTYIIACT 110
PCAJIbHBIM 3aKOHAM;
. VYBaXuTEIbHO U I[O6pOCOB€CTHO OTHOCHUTCCH K APYI'UM II0JIb30BATCIISIM CCTHU

HNuTepner.



30ECb BAM NMOMOryT!

DenepanbHas cIyk0a 1o HaA30py B cepe CBSA3H, HHPOPMAIUOHHBIX TEXHOJIOTHIA U
MaccoBbIX KoOMMyHHnKauuii (PockomHan3op):

Ynpagsienune Pockomuanzopa no Boarorpaackoii oosactu u Pecnyouuke Kaambikus

[To oGpatieHHsIM, OTHOCUTENIBHO ACSITENbHOCTH MOIIIEHHUYECKUX MIHTepHET-pecypcoB,
CO3JIaHHsI UCIIOJIB30BAHUS U PACTIPOCTPAHEHUSI BPEJOHOCHOTO IPOTPAMMHOTO
o0ecrnevyeHnst, HEMPaBOMEPHOTO JOCTYMa K KOMITBIOTEPHOU WH(OPMAIIHH, XUILIEHUSM,
COBEpULICHHBIM C MCTIOJIb30BAHUEM IOAIEIbHBIX 0AHKOBCKUX KapT, JJIEKTPOHHBIX
MJIATEKHBIX CHCTEM U CUCTEM JUCTAHIIMOHHOTO 0AHKOBCKOTO OOCITYKHUBAHUS
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